
WHY MANAGED ENDPOINT SERVICES? 

Understanding the devices on your network, how’s they’re configured, and what targeted attacks such as 
fileless malware and ransomware might be affecting them are key to threat prevention, detection, and 
response activities. A sound defense-in-depth strategy to identify and stop attacks is key to protecting 
customer data and maintaining regulatory compliance.  Endpoint detection and response (EDR) allows you to 
manage security and compliance at the endpoint, where the attacks occur.   

A managed endpoint detection and response (MEDR) service goes beyond what typical managed security 
service providers (MSSP) offer.  A MSSP is typically designed around signature-based detection, perimeter 
security products, and ensuring compliance. The current MSSP business models simply cannot support EDR. 
For the most part MSSPs employ low-level SOC analysts who are there to handle high-volume monitoring. 
EDR requires a different skill set, additional technologies, and updated processes. In contrast, MEDR 
services bring a veteran team with experience in threat hunting, malware analysis, incident response, and 
data science.  

CHALLENGES 

The majority of successful cybersecurity attacks are made possible by organizations not employing security 
best practices.  Through improperly configured, patched or maintained systems attackers can with relative 
ease breach your best defenses.  Determining what operating systems are in use and their current patch 
status is time consuming and manpower intensive.    

Unfortunately hackers don’t wait until you’re ready to attack you and many attacks can lie dormant on  
systems for months before they’re activated.  Most organizations don’t have the resources or ability to 
monitor their systems around the clock, seven days a week.  Having a dedicated computer incident response 
team is critical to protecting your network and very expensive to maintain.   

If you’re lucky enough to detect a threat before it’s too late, remediating it in a timely manner can bring your 
team to a standstill.  Knowing the extent of the incident, knowing what and who has been compromised and 
by what allows you to isolate the threat and to quickly mitigate it. 

THE ASCOLTA SOLUTION 

With Ascolta’s Managed Endpoint Services we’ll help you establish and implement cybersecurity best 
practices and to continuously improve your security posture. Through our partner, Red Canary, We’ll monitor 
your network to identify, investigate and triage suspicious activity on your endpoints; identifying the true 
threats and eliminating the false positives. If we detect a threat, we’ll assist you to quickly and effectively 
remediate the event. 

Our cleared DevOps professionals can perform work in Top Secret/Sensitive Compartmented Information 
(TS/SCI) environments. 
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Ascolta is a Certified Red Canary 
partner and Reseller and brings 
extensive experience with the Red 
Canary toolset.  Red Canty brings: 

High fidelity telemetry 

Industry-leading endpoint sensors to 
collect, process, and retain high fidelity 
telemetry. 

Advanced threat detection  

Continuous analyzation of endpoint 
telemetry to detect attacker behavior 
across the attack lifecycle.  

24/7 threat confirmation  

Manned CIRT to rapidly investigate 
every potential threat to confirm its 
veracity and identify and document all 
relevant event context.  

Incident response automation 

A library of expert-designed playbooks 
and a simple, web-based playbook 
editor let you automate remediation 
steps like killing processes, deleting 
offending files, restoring the Windows 
registry, isolating infected endpoints 
from your network, and more. 

Ascolta Managed Endpoint Services 

Cybersecurity Best Practices  

Through our experience supporting Government and Military 
customers, Ascolta has learned what works, what doesn't work and 
what’s required to protect customer information and infrastructure.  
We help you adopt these cybersecurity best practices to close the 
door on most common and simple attacks and eliminate the most 
common vulnerabilities. Insuring you’ve implemented basic security 
measures and controls, establishing a strong security baseline.  

Through regular meetings the Ascolta team will update you on the 
progress of implementing those best practices within your 
organization and insure you are continuously improving your secure 
posture. 

Managed Endpoint Detection and Response  

Managed Endpoint Detection and Response, or MEDR, is a 24/7 
job. But it doesn't have to be yours. Implementing MEDR is one of 
the most effective ways to strengthen your security posture. As with 
any enterprise platform, turning a tool into a capability can be difficult 
and time consuming. Ascolta’s partner, Red Canary gives you 
industry-leading technology backed by an expert team that has run 
hundreds of MEDR instances for years. We’ll work alongside your 
team to unlock immediate value. 

Ascolta installs, configures and manages your endpoint sensors and 
will walk you through a quick and efficient onboarding process.  In a 
short period of time you’ll be receiving feedback on the security of 
your endpoints and their state of compliance.  Ascolta will assist in 
tuning custom automated response options for recurring cyber 
attacks and work with your team to develop new ones as necessary.   

Incident Remediation  

Unfortunately, even the most secure systems fall victim to 
successfully attacks, since inevitably even with the best defenses an 
attacker will be successful, being able to quickly locate, isolate and 
remediate the compromise is critical.  Ascolta’s Blue team utilizes 
the resources of our experience, coupled with the experts at Red 
Canary and Carbon Black to assist you in first to contain and 
remediate the incident and quickly return to operations.  Then assist 
you in insuring that your systems are protected from similar attacks 
in the future.    

The State of the State 
Today’s threat landscape is significantly 
different from even just a few years ago. 
327 new threats every minute. More 
than 5 every second. Every week, 95% 
of network threat alerts are ignored 
worldwide, leaving behind an average of 
16,232 threats that go unchecked.   

Network vs Endpoint Monitoring 

In contrast to network security, in which 
security measures encompass the 
network as a whole rather than 
individual devices and servers, what 
differentiates endpoint security is that 
within the endpoint security framework, 
endpoints bear some or all responsibility 
for their own security. Mobile device 
traffic doesn’t always necessarily get 
routed through the business network 
and in most cases it is easier to detect 
suspicious code on an end-user device.  

Protecting the End-Users 

Threat actors actively target end-users 
as a primary route to compromise. By 
recognizing endpoints as the new 
network perimeter, companies can 
prevent outside infections from being 
transmitted into the network. Managed 
Endpoint Security monitoring combined 
with assisted incident remediation and 
custom automated response enables 
you to continuously improve your 
enterprise security posture. 

Founded in 2015, Ascolta focuses on delivering DevOps and cloud migration 
services. We provide advanced technical services in the areas of information 
security, cloud management, adoption and migration. Ascolta develops and 
delivers system integration and professional services specializing in DevOps 
services that enable organizations to rapidly deploy solutions in the cloud or on 
premise. Ascolta has cleared staff who support numerous Department of 
Defense contracts as a fully DCAA compliant company.  

Visit us at https://ascolta.com 
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https://medium.com/cybrary/network-security-vs-endpoint-security-is-the-boxing-match-of-the-year-who-wins-8f5ea450f618

